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Resumen 

 

El tema de este proyecto fin de carrera es el “Desarrollo e Implementación de un Modelo de 

Datos para un Servidor de Telemonitorización basado en Android” complementario al 

dispositivo HDH. 

 

El dispositivo HDH (Health Data Hub) es un sistema de telemonitorización desarrollado por 

un grupo de estudiantes de Master en la University of Applied Sciences Technikum Wien.  El 

resultado de este proyecto es un dispositivo tipo muñequera capaz de medir datos médicos 

mediante sensores. Además, este dispositivo es capaz de recibir datos desde distintos 

dispositivos para el cuidado de la salud personal (PHD, Personal Health Devices) y de 

reenviar datos médicos del paciente monitorizado. 

 

El objetivo principal del HDH es conseguir la correcta medición de datos médicos del 

paciente (mayoritariamente personas mayores que viven solas) y crear mensajes de 

actualización con la información obtenida. Para conseguir el funcionamiento correcto en 

todas las circunstancias, el sistema es capaz de realizar el seguimiento del paciente 

mediante componentes de alta sensibilidad y cuando la situación así lo requiera, manda 

mensajes de alerta al servidor.  

 

Básicamente, la infraestructura del HDH consiste en cuatro componentes principales: el 

HDH dispositivo tipo muñequera, el Servidor Principal, el Cliente HDH y el Servidor basado 

Android. Así pues, el Servidor de Android (Android Server) obtenido como resultado de este 

proyecto fin de carrera, representa una parte importante de este ecosistema de 

telemonitorización. 

 

Como se ha mencionado anteriormente, para conseguir la monitorización exitosa del 

paciente, el Servidor Android debe ser capaz de trabajar con los datos médicos enviados por 

el HDH. Para tener un ambiente de trabajo amplio en el que distintos dispositivos y sistemas 

puedan realizar su función, la construcción de estos datos médicos se ha realizado según el 

estándar HL7 v2.6 (Health Level 7), el cual representa el estándar más utilizado en todo el 

mundo  de la industria relacionada con el cuidado de la salud. 

 

El lenguaje de programación utilizado para el desarrollo de este proyecto es Android. Este 

sistema operativo ofrece un gran potencial para la implementación de nuevas 

funcionalidades y servicios. Debido a que Android se define como código abierto (open 

source), permite la rápida intregación con otras plataformas y ofrece herramientas que 

facilitan el desarrollo de las aplicaciones. Todas estas características hacen que Android sea 

una herramienta poderosa para el desarrollo de este proyecto. 

 



 

 

Este proyecto fin de carrera ha sido realizado en colaboración con J. Urricelqui [40], alumno 

de la Universidad Pública de Navarra, también estudiante de intercambio Erasmus con la 

University of Applied Sciences in Technikum Wien. Debido al hecho de que el desarrollo del 

Servidor Android fue proporcionado a ambos estudiantes, han trabajado codo con codo para 

lograr los objetivos propuestos: desde los primeros pasos aprendiendo a programar en 

Android, el análisis del funcionamiento del sistema a realizar y el diseño e implementación, 

hasta las soluciones adoptadas en el mismo. 

 

Con respecto al desarrollo de este proyecto, referente a las conexiones protagonistas en el 

entorno, ha sido implementado el Servidor Android mediante la tecnología Bluetooth. 

También se ha desarrollado la parte en la que el sistema trabaja con tecnología GSM. 

Debido a que el procesamiento de los datos es independiente de la tecnología utilizada, fue 

realizado conjuntamente. Por otro lado, también el parseador de HL7 que actualmente está 

en funcionamiento se ha desarrollado en este proyecto. 

 

Las demás partes, como por ejemplo la gestión de la información de los pacientes, las 

soluciones adoptadas en relación con los gráficos médicos, el diseño e implementación de la 

interfaz gráfica de usuario (GUI) y los simuladores desarrollados, fueron creados por ambos 

estudiantes. Así pues, gracias a esto, se consiguió cumplir satisfactoriamente todos los 

objetivos propuestos al comienzo de este proyecto fin de carrera.  

 

Por otro lado, debido a la necesidad de testear las funcionalidades realizadas para la 

aplicación Android Server en escenarios reales, se trabajó con los correspondientes 

responsables del dispositivo HDH M. Bitterman [14] y del servidor principal P. Khumrin [47], 

ambos estudiantes de University of Applied Sciences in Technikum Wien. 

 

 

  



 

 

Abstract 

 

The topic of this master thesis is the “Development and Implementation of a Data Model for 

an Android based Telemonitoring Server” complementary to the HDH.  

 

The HDH (Health Data Hub) is a Telemonitoring-System developed by teamwork of Master 

Students in University of Applied Sciences Technikum Wien. The result of this project was a 

wrist wearable health device which is capable of measuring health data via built-in sensors. 

Besides, it can receive data from personal health devices (PHDs) and to forward data with 

alarm messages and status updates to multiple servers.  

 

The main focus of the HDH is to measure the general well-being and health status of the 

person (mostly elderly patients living alone) wearing it and to generate automatic status 

updates and alarm messages with high sensitivity and high specificity to be received by a 

server and reviewed by a monitoring person. 

 

Basically, the HDH infrastructure consists of 4 main components: the HDH wrist device, the 

HDH Server, HDH Client and HDH Android Server. Thus, the Android Telemonitoring-Server 

solution created is intended to act as an essential part of this telemonitoring ecosystem.  

 

The Android Server should be able to deal with the health data sent from the HDH. In order 

to achieve a comprehensive work environment in which different devices and systems can 

participate, the construction of medical data was based on HL7 v2.6, Health Level 7, which is 

the most widely used messaging standard in the healthcare industry around the world. 

 

Android is the programming language used in this Master Thesis, which offers great potential 

for implementing new functionalities and services. Being open source enables fast 

integration with other platforms and offers tools that facilitate the development of 

applications. All these features make Android powerful tool for the development of this 

project. 

 

This Master Thesis has been developed in collaboration with J. Urricelqui [40], also student 

from Public University of Navarra and incoming exchange student in University of Applied 

Sciences Technikum Wien by the Erasmus program.  

 

Due to the fact that the development of this Android Server application was proposed to both 

Master Thesis students, they worked hand in hand in the achievement of all the targets: from 

the first steps learning the Android programming language until the performance analysis, 

design of the application and the adopted solutions. 

 



 

 

Regarding the connections, I dealt with the implementation of the Android Server (acting as 

the Server) via Bluetooth and also with the development of the part in where the system 

works with 2G technology. The processing of the data and the way to work with them, since it 

is independent of the used technology, was developed by both students. On the other hand, I 

developed the HL7 parser running nowadays in this application. 

 

The other parts of the Thesis, for instance the performance of the patient information 

management, everything regarding the medical graphics, as well as the design and 

implementation of the GUI and the simulators etc. were created by both students. Thanks to 

that, the targets given in the beginning of the Master Thesis were successfully achieved. 

 

Furthermore, since the correct implementation of all functionalities created in the Android 

Server application had to be tested in real scenario, it was needed to work with the 

responsible of the HDH device M. Bitterman [14] and the responsible of the Main Server P. 

Khumrin [47], both students of the University of Applied Sciences in Technikum Wien. 
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1 

1 Introduction 
 

In this point, I deal firstly with the benefits happened in health-care because of the 

Telemonitoring practices. In this context, I explain the eHealth concept, the importance 

of this emerging field not only as a technical development but also as an attitude, and a 

commitment for networked to improve health by using information and communication 

technology. 

 

I also explain why a standard for communication is needed, talking about ISO/IEEE 

11073 and HL7,the most widely used standard messaging in the healthcare industry. 

 

It is also introduced the Health Data Hub wrist device developed by Health 

Interoperability team in the UAS Technikum Wien. 

 

As I worked with Android, I briefly introduce it and Eclipse too, the Android development 

environment. 

  

It is also important to describe the HDH project, inside the Healthy Interoperability 

research Project developing in UAS Technikum Wien. Finally I talk about motivation, 

objectives and the structure of the memory. 

 

1.1 Telemonitoring Advances Home Care Practices 
 

Depending on the severity of illness of patients, there are cases in which they should be 

monitored in real time. That is, if a patient is suffering a chronic disease, the ideal would 

be to examine him continuously 24 hours a day. However, this fact clearly implies the 

need for space in hospitals for each of these patients as well as qualified professionals, 

which is a huge expenditure in the health system. Unfortunately, in many cases patient 

can´t have the best treatment. 

 

The telemonitoring is presented as the solution of this problem. From a generic point of 

view, a home telemonitoring system basically consists of medical devices needed to take 

measures and a central computer called a gateway or that acts as a gateway integrated 

engine connection to the telemonitoring server. 

 

The Gateway, which is usually a PC, PDA, phone or any device that can perform this 

function, will be the responsible of controlling the communication between the media 

devices to the server. Thus, monitoring of the patient happens. 
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In this communication system, it is imperative that all devices are equipped with a proper 

communication capability. Of course, wireless technologies provide greater comfort for 

the user but their communication protocols must also ensure the safety of information. 

One of the targets of the personal Telemonitoring system is to be a plug and play 

communication between devices forming the network, so that these devices connect, 

configure and transmit their data without intervention by the patient (who, besides, 

wouldn´t need to have any technical knowledge). 

 

In next point called 1.7 Background of the Project: HDH project at the UAS Technikum 

Wien it is detailed the telemonitoring system with which we are working on now.  

 

A very brief summary of it would be this: We have a device called HDH (Health Data 

Hub-prototype) which communicates with the Android mobile phone (it performs the 

function of a Gateway). The protocols used for the communication is Bluetooth, GSM 

and WiFi. At the same time, the Android phone communicates with a central server. 

Currently, it works via Wifi. The Android periodically sends the accumulated data, 

therefore, the central server has all the information about the patient.  

 

1.2 eHealth, transforming the healthcare landscape 
 

eHealth is an emerging field in the intersection of medical informatics, public health and 

business, referring to health services and information delivered or enhanced through the 

Internet and related technologies. In a broader sense, the term characterizes not only a 

technical development, but also a state-of-mind, a way of thinking, an attitude, and a 

commitment for networked, global thinking, to improve health care locally, regionally, and 

worldwide by using information and communication technology. 

 

Because the Internet created new opportunities and challenges to the traditional health 

care information technology industry, the use of a new term to address these issues 

seemed appropriate. These "new" challenges for the health care information technology 

industry were mainly the capability of consumers to interact with their systems online, 

improved possibilities for institution-to-institution transmissions of data;  new possibilities 

for peer-to-peer communication of consumers. 

 

Examples include health information networks, electronic health records, telemedicine 

services, wearable and portable systems which communicate with each other, health 

portals, and many other ICT-based tools assisting disease prevention, diagnosis, 

treatment, health monitoring and lifestyle management. 

 

As said, eHealth means also Information and Communication Technology tools and 

services for health. Whether eHealth tools are used behind the scenes by healthcare 
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professionals, or directly by patients, they play a significant role in improving the health 

of citizens.  

 

Information and Communication Technologies (ICTs) have an ever-growing impact on 

our working and private lives, and the healthcare sector is not an exception. Used 

appropriately, the tools and services which contribute to eHealth provide better, more 

efficient healthcare services for all. 

 

This explanation hopefully is broad enough to apply to a dynamic environment such as 

the Internet and at the same time e-health encompasses more than just "Internet and 

Medicine". 

 

As such, the "e" in e-health does not only stand for "electronic," but implies a number of 

other "e's," which together perhaps best characterize what e-health is all about. 

 

 For example: 

 

 Efficiency: increase efficiency in health care and also decrease costs.  

 Enhancing quality of care: for example by allowing comparisons between 

different providers. 

 Evidence based: effectiveness and efficiency should not be assumed but proven 

by rigorous scientific evaluation.  

 Encouragement of a new relationship between the patient and health 

professional. 

 Enabling information exchange and communication in a standardized way 

between health care establishments.  

 Extending the scope of health care beyond its conventional boundaries. eHealth 

enables consumers to easily obtain health services online from global providers.  

 Ethics: it involves new forms of patient-physician interaction and poses new 

challenges and threats to ethical issues such as online professional practice, 

informed consent, privacy and equity issues. 

 Equity: to make health care more equitable is one of the promises of e-health, but 

at the same time it is a handicap to avoid. People, who do not have the money, 

skills, and access to computers and networks, cannot use computers effectively. 

As a result, these patient populations are those who are the least likely to benefit 

from advances in information technology, unless political measures ensure 

equitable access for all.  

 

In addition e-health should be easy-to-use. 

 

eHealth systems provide patients with better information, for instance, on treatments, on 

their condition, and on improved standards of living. The use of electronic patient records 
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allows doctors to see much more of a person’s medical history than do paper files, which 

typically only include information on treatment in a single surgery or hospital. A patient’s 

condition can be monitored remotely, either freeing up a hospital bed which would have 

been required with previous monitoring equipment, or providing a better standard of care 

for the patient.  

 

1.3 Why a standard for communication is needed: 

Standard ISO/IEEE 11073 
 

In general, information systems require standards for the storage, retrieval and 

manipulation of information. In all voice, data or video signal systems, communication 

can´t happen without standards for sending and receiving messages. The same 

happens in the environment of home telemonitoring systems.  

 

However, usually, medical devices from different manufacturers exist, and they work with 

their own formats. That means they have different ways of recording and transmitting 

data using different protocols and semantics. It shows clearly a great need for 

standardization in this area. 

 

With the standardization of communications in the home telemonitoring system area 

decrease of costs can be achieved, by being able to choose from a wide range of 

products from different companies. At the same time, it would facilitate the replacement 

and addition of devices and provide a unique platform to develop new equipment for the 

systems, progressing in this area faster. Interoperability allows plug and play systems in 

which the system automatically detects devices when they connect, configure them and 

communicate with them without user intervention. 

 

For all these reasons, they created a standard for medical device communication. 

 

The current standard for medical device communication is the ISO / IEEE 11073 (X73) 

[1]. This family of standards covers the seven levels of the OSI protocol stack and 

provides the versatility to convert information into an interoperable format so that it can 

be exchanged between personal health devices and a server infrastructure. Data can 

then be sent to a remote place for control or storage of an Electronic Health Record, and 

by this, to build more complete systems. 

 

In other words, CEN ISO/IEEE 11073 Health informatics - Medical / health device 

communication standards enable communication between medical, health care and 

wellness devices and with external computer systems. They provide automatic and 
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detailed electronic data capture of client-related and vital signs information, and of 

device operational data. 

 

The X73 standard, which was developed focusing on patient Point of Care (Point of 

Care, X73-PoC) and on the implementation in Intensive Care Units (ICUs) has 

experienced in recent years several developments not covered initially (new use cases, 

new networking technologies, new profiles, etc.).  

 

1.4 HL7, Health Level Seven 
 

As mentioned before, the environment in which this project was created was the 

healthcare field, as the data working with was medical data. The data transmitted from 

the wrist device (HDH) to the Android server is the pulse and other parameters like 

activity and altitude. Then the data is processed in the Android Server and sent to the 

main server. It is mandatory to use this standard for sending and receiving medical data.  

 

As cited, we are working with the HL7 standard [2]. The name references to the top layer 

(Level 7) of the Open Systems Interconnection (OSI) layer protocol for the health 

environment. The HL7 standard is the most widely used standard messaging in the 

healthcare industry around the world. Later, in the section 2.2 HL7 it´s possible to find 

more information on this subject and there is a deeper explanation of the messages that 

we used (fields, construction, analysis, treatment etc.) in the section 3.3 Parser: from 

HL7 message to HL7. 

 

1.5 Android 
 

Android [3] is a mobile operating system initially developed by Android Inc. Android was 

bought by Google in 2005. Android is based upon a modified version of the Linux kernel. 

 

Google and other members of the Open Handset Alliance collaborated on Android's 

development and release. The Android Open Source Project (AOSP) is tasked with the 

maintenance and further development of Android.  

 

As said, Android is the product of primarily Google but more appropriately of the Open 

Handset Alliance. The Open Handset Alliance is an alliance of approximately 30 

organizations committed to bringing a “better” and “open” mobile phone to the market. A 

quote taken from its website says it best: “Android was built from the ground up with the 

explicit goal to be the first open, complete, and free platform created specifically for 

mobile devices” [4].  
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The expert in analysis for the hight-tech industry, Canalys [5], reported that in 2010 the 

Android O.S. was the world's best-selling smartphone platform, dethroning Nokia's 

Symbian from the 10-year top position. 

1.6 Eclipse 
 

Eclipse [6] is an open source community, whose projects are focused on building an 

open development platform comprised of extensible frameworks, tools and runtimes for 

building, deploying and managing software across the lifecycle. The Eclipse Foundation 

is a not-for-profit, member supported corporation that hosts the Eclipse projects and 

helps cultivate both an open source community and an ecosystem of complementary 

products and services. 

 

Eclipse, from the viewpoint of software, is a multi-language software development 

environment comprising an integrated development environment (IDE) and an extensible 

plug-in system. It is written mostly in Java and can be used to develop applications in 

Java and, by means of various plug-ins, other programming languages including Ada, C, 

C++, COBOL, Perl, PHP, Python, Ruby (including Ruby on Rails framework), Scala, 

Clojure, and Scheme. The IDE is often called Eclipse ADT for Ada, Eclipse CDT for 

C/C++, Eclipse JDT for Java, and Eclipse PDT for PHP. 

 

The initial codebase originated from VisualAge.  In its default form it is meant for Java 

developers, consisting of the Java Development Tools (JDT). Users can extend its 

abilities by installing plug-ins written for the Eclipse software framework, such as 

development toolkits for other programming languages, and can write and contribute 

their own plug-in modules. 

 

Released under the terms of the Eclipse Public License, Eclipse is free and open source 

software [6]. 

 

1.7 Background of the Project: HDH project at the UAS 

Technikum Wien 
 

The Healthy Interoperability [7] research Project, developing at the University of Applied 

Sciences Technikum Wien, has the goal to implement interoperable telemonitoring 

solutions based on international standards together with business partners in pilot 

projects. One of the latest developments within this project is the Heath Data Hub 

(HDH), a wrist wearable medical device which measures health data with built-in sensors 

[8] .  
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continuous monitoring of them over long-distances and in case of emergency to provide 

assistance immediately. 

 

The idea to help a greater number of people is very appealing. Through this system, it is 

not only possible to manage medical monitoring, but also it is possible to monitor many 

patients. 

 

Regarding to the health-care of elderly people, the role of the family is indisputable. 

Caring for elders takes a long time for their relatives. The care of the elderly requires 

much effort, and for the most of the society caring for them 24 hours per day is 

impossible. The fact of having to leave alone their elders makes the family members feel 

ill at ease. Instead, through the introduction of this system, this wouldn´t be a problem. 

 

By the incorporation of the developed project in the real life family members would have 

the possibility to monitor over a large distance only by using an Android mobile (with 

Android server). Thanks to this system, family members may be in a different place, as 

for example in their work place, or even doing their routine tasks outside, having 

assurance that their elders feel well. And if ever there is any complication, through the 

system of alert messages family members would be informed instantly, and can reach 

their home immediately or even call health services if necessary. 

 

As this would be an almost automatic process, because the users don´t have to worry 

about the operation of the HDH (i.e. communication processes as sending or receiving of 

messages...) This results in an easy and comfortable system, to be used by a large 

number of patients. 

 

The fact of thinking that this project could be set in practice is very important. It is a good 

feeling that working in a project that in future can be used in real life. It is fantastic to help 

patients at home, making them and their relative’s life more comfortable, and improving 

the quality of health care. 

 

The implementation of this system allows reducing the number of times that the patient 

must go to the hospital for routine measures taken, and medical services would not have 

the need to move to the patient’s house that often (saving in this way both time and 

money). It also ensures that their families can realize their tasks with the full confidence 

that their elders are getting the best care. 

 

The truth is that nowadays, the implementation of new devices for telecommunications in 

the medical field is a very exciting option. This project, in the context of a bigger project, 

was very gratifying. 
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Besides, speaking in technical terms, using a platform of open source as Android, gives 

important knowledge, useful for the introduction in the professional world.  

 

Android is a multitasking operating system, it offers an advanced development 

environment and by this it guarantees high level benefits. And it is free software; it allows 

easy integration with other implementations and platforms, something that does not 

happen with proprietary systems.  

 

In addition, the majority of mobile phone manufacturers are moving to it. It seems like the 

election of Android for the implementation of the project is correct. 

 

If we add to all these amenities the use of a wireless technology, such as Bluetooth, the 

facilities that the system offers are very good. Today, user demands governing the 

market are the wireless technologies. This is very natural because it is a very handy 

option. In the developed system the use of cables is not necessary to measure the 

elder´s parameters, which is more comfortable. It is inconceivable to establish a system 

which uses a lot of cables because it would considerably limit the movements of the 

patients, decreasing their mobility, thus decreasing their quality of life. All this is 

superseded by Bluetooth technology. 

 

The knowledge that this project offers, like knowledge about medical messages (HL7) 

and how the medical protocols work is also very interesting.  

 

1.9 Objectives of the Thesis 
 

The main target of this project is the Development and Implementation of a Data Model 

for an Android based Telemonitoring Server, complementary to the HDH. 

 

The HDH Android Server designed shall be capable of: 

 

 Receive, acknowledge and permanently store HL7 V2.6 (optionally ISO/IEEE 

11073-20601) messages (alarm messages or status updates) from the HDH 

via Bluetooth, WiFi and GSM. 

 Manage data internally by different sender (for monitoring multiple persons 

with a single android device). 

 Communicate alarm messages to the user of the Android device via acoustic 

and haptic feedback. 

 Provide servicing mode for exporting data to HDH Server. 

 Display graphs of trends of received values. 
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In the later section, 3. Development and Implementation, is specified how the analysis 

and development has been performed of each of the objectives listed above. What the 

characteristics of each of the targets are, regarding the design, programming and 

implementation. What difficulties were encountered while implementing them and how 

they were solved.  In conclusion, overcoming all objectives given at the beginning of this 

project. 

 

1.10 Structure of the Thesis 
 

Chapter 1 

The first chapter introduces the context in which this Master Thesis has been developed 

and it addresses the general and specific objectives, detailing the contents of the various 

sections and subsections of the thesis. 

 

Chapter 2 

The second chapter develops the state of the art of this master thesis, dealing with some 

of the most important concepts of it. For instance, the health care organization and 

standards are mentioned, more specifically the ISO/IEEE 11073 and HL7. This chapter 

also refers to the HDH (Health Device Hub) wrist device. On the other hand, it is shown 

the current landscape of existing operating systems and due the fact that Android is the 

main character of this master thesis, deeper information about it is given. Finally, 

Eclipse, a development environment for Android, is introduced. 

 

Chapter 3 

This chapter presents the developed Android Server application. It deals mainly with the 

development and implementation of this application. This chapter begins talking about 

the different connections between the Android phone and both the HDH wrist device and 

the Main Server.  The related technologies used for the connections are explained: 

Bluetooth, Wifi and GSM. All the message types used in the communication are 

explained and the alarm messages are described also. The messages created in order 

to achieve the correct performance of the system are deeply analyzed and the used HL7 

parsed too. Besides, the patient information management in the system is explained. 

Furthermore, the graphics developed with the purpose of illustrate the received health 

data information are analyzed. At the end of the chapter, the design of both the graphical 

user interface and the simulators used while trying the connections are described. 

 

Chapter 4 

The chapter 4 deals with the evaluation and results obtained after finishing this master 

thesis. In the results, the different connections in the system are analyzed. Firstly, there 

are mentioned the connections between the HDH wrist device and the Android Server 

application via Bluetooth, Wifi and GSM. Moreover, it is analyzed the connection 
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between the Android Server application and the Main Server (via Wifi). In the end, the 

graphical user interface is tested also. 

 

Chapter 5 

To conclude, the conclusions obtained after the development of this thesis are given. 

After acquiring the appropriate knowledge, there are revealed some guidelines to 

consider in the future. 
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2 State of Art 
 

In this section, it will be explained deeply the organizations and standards for health, 

ISO/IEEE 11073 and also the standard for medical messages, HL7 (the organization, the 

standard and HAPI, a very useful tool). 

 

It is introduced the Health Data Hub wrist device developed at the UAS Technikum Wien 

by the Healthy Interoperability team. 

 

Later, several mobile OS are mentioned, as Symbian, Blackberry, Windows, iPhone, and 

for sure, Android, showing the evolution of sales both in Europe and around the world. 

 

Since the tool worked with is Android, more about this issue will be explained; the 

Platform, Developers, the Market and its Virtual Machine Dalvik and about other 

respects too. 

 

Later, different integrated development environments for Android are introduced with 

focus on Eclipse, talking about the Android SDK and ADT plugin. 

 

2.1 Health care Organization and Standard 
 

The main organizations involved in medical informatics and ICT for health and among 

other important activities, collaborating on the development of standards are: 

 

CEN, the European Committee for Standardization or Comité Européen de 

Normalization [11] is a non-profit organization whose mission is to foster the European 

economy in global trading, the welfare of European citizens and the environment by 

providing an efficient infrastructure to interested parties for the development, 

maintenance and distribution of coherent sets of standards and specifications. 

 

ISO, International Standards Organization and IEEE, Institute of Electrical and 

Electronics Engineering [12], organizations with more responsibilities, even the 

international committees depend on them.  

 

Following there is an explanation about the most important standard for medical 

interoperability information system, ISO/IEEE 11073(X73) [1]. 
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2.1.1 ISO/IEEE 11073  

 

The primary goals of ISO/IEEE 11073 [1] standards are to provide real-time plug-and-

play interoperability for personal-related medical, healthcare and wellness devices and 

facilitate efficient exchange of device data, acquired at the point-of-care, in all care 

environments. 

 

The standards are targeted at personal health and fitness devices and at continuing and 

acute care devices. There are four main partitions to the standards: 

 

 Device data. It includes a nomenclature, optimized for vital signs information 

representation based on an object-oriented data model and device 

specializations. 

 General application services. 

 Internetworking and gateway standards (e.g., an observation reporting 

interface from CEN ISO/IEEE 11073-based messaging and data 

representation to HL7 [2] or DICOM). 

 Transports (e.g., cable connected or wireless). In a non-standardized device 

connectivity environment it would be some unavoidable problems. 

 

For example, in the absence of standards for these devices, data is captured either 

manually or it is not captured at all, which is most often the case. Manually captured data 

is intensive labor, recorded infrequently and prone to human error.  

 

With no standardized in this area, even when similar devices do provide 

communications, there is no consistency in the information and services that are 

provided, thus inhibiting the development of advanced care delivery systems or even 

consistent health records. 

 

ISO/IEEE 11703-20601:2010 defines a common framework for making an abstract 

model of personal health data available in transport-independent transfer syntax required 

to establish logical connections between systems and to provide presentation 

capabilities and services needed to perform communication tasks. The protocol is 

optimized to personal health usage requirements and leverages commonly used 

methods and tools wherever possible [1]. 

 

ISO/IEEE 11703-20601:2010 addresses a need for an openly defined, independent 

standard for converting the information profile into an interoperable transmission format 

so the information can be exchanged to and from personal telehealth devices and 

computer engines [1].  
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2.2 HL7 
 

2.2.1 The organization 

 

Health Level Seven International (HL7) is the global authority on standards for 

interoperability of health information technology with members in over 55 countries. 

 

Health Level Seven International (HL7) is a not-for-profit, ANSI-accredited standards 

developing organization dedicated to providing a comprehensive framework and related 

standards. The main targets are the exchange, integration, sharing, and retrieval of 

electronic health information that supports clinical practice. It also deals with the 

management, delivery and evaluation of health services. HL7's 2,300+ members include 

approximately 500 corporate members who represent more than 90% of the information 

systems vendors serving healthcare. 

 

HL7 deals mainly with the creation of the best standards in healthcare [2]. 

2.2.2 The Standard 

 

Health Level 7 (HL7) [2] is also used to refer to some of the specific standards created 

by this organization (for example HL7 v2.x, v3.0, HL7 RIM). It is an ANSI standard for 

healthcare specific data exchange between computer applications.  

 

The name itself refers to the top layer (Level 7) of the Open Systems Interconnection 

(OSI) layer protocol for the health environment. The HL7 standard is the most widely 

used messaging standard in the healthcare industry around the world. 

 

Many different computer systems are used in the hospitals and other healthcare provider 

organizations. All of these systems should communicate with each other when they 

receive new information but not all do so. Thanks to the HL7, which specifies a number 

of flexible standards, guidelines and methodologies, various healthcare systems can 

communicate with each other. Such guidelines or data standards are a set of rules that 

allow information to be shared and processed in a uniform and consistent manner. 

These data standards are meant to allow healthcare organizations to easily share clinical 

information. Theoretically, this ability to exchange information should help also to 

minimize the tendency for medical care to be geographically isolated. 

 

There are four types of standards developed by HL7: 

 Conceptual standards (e.g., HL7 RIM). 

 Document standards (e.g., HL7 CDA). 
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 Application standards (e.g., HL7 CCOW). 

 Messaging standards (e.g., HL7 v2.x and v3.0). These standards are 

especially important because thanks to them it is explained how information 

is packaged and communicated from one party to another.  

 

HL7 encompasses the complete life cycle of a standards specification including the 

development, adoption, market recognition, utilization, and adherence.  

 

HL7 Members can access standards for free and non members can buy the standards 

from HL7 or ANSI. 

 

The development of HL7 is linked, among others, the following standards: 

 

 ANSI HISPP (Healthcare Information Standards Planning Panel) for the 

coordination of the various standards in the health field.  

 ANSI HISB (Healthcare Information Standards Board). 

 ASC X12N Group, for the development of EDI standards. 

 ASTM E31.11 Group, dedicated to the exchange of clinical data. 

 ACR / NEMA DICOM Group, dedicated to medical imaging standards and 

other aspects of Radiology Information Systems. 

 IEEE P1157 G. 

[2] 

2.2.3 Very useful HL7 tool: HAPI 

 

HAPI (HL7 application programming interface) is an open-source, object-oriented HL7 

2.x parser for Java [13]. 

 

HAPI is a powerful tool to parse HL7 messages into an HL7 object. It is a tool where by 

simply introducing a HL7 message you can obtain the result of all the separate fields of 

the message, the name of each field or to do error correction. It is a great tool which 

makes the programmers job much easier. The parsing of the message is an important 

part of the project as it does the interpretation of the received medical message. 

 

Unfortunately, the use of HAPI for this project was not applicable. As mentioned at the 

beginning, HAPI is a Java tool and in this project Android was used. 

 

Note that Android and Java are two different platforms which share the same 

programming language, as well as basic programming libraries. But in this case, it isn't 

possible to use the HAPI tool in Android. 
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In order to understand why the Google API is not 100% compatible with the JavaSE you 

can read Annex VI. Java vs. Android, where this issue is explained in detail. Briefly, 

Android uses a virtual machine called Dalvik which is not the same as the Java virtual 

machine, causing that not all Java applications are executable in Android. 

 

2.3 Health Data Hub 
 

The Health Device Hub is a medical device developed by 

the Healthy Interoperability (HIO) [7] team from the 

Biomedical Engineering & Information Engineering 

Department of the University of Applied Sciences 

Technikum Wien. The HDH was created to be wearable on 

the wrist of the lower arm to measure the pulse. Following 

information was provided by M. Bitterman, a Master Thesis 

student also from the University of Applied Sciences 

Technikum Wien responsible for the “Development of the 

Data Model for the wrist wearable Health Device Hub” [14]. 

 

The HDH should be capable of acquiring the pulse of the 

patient as well as monitoring it. The observation of the 

pulse is done in relation to physical activity. Moreover, it 

ensures the reliable transfer of generated standard and 

alert messages to different receiver devices like smart 

phones or server applications on stationary PCs. In order 

to achieve the mentioned tasks, following modules are 

integrated: 

 

 Sensor modules: 

 Pulse meter for acquisition of the heart rate  

 Accelerometer for activity measurement 

 Altimeter for additional information of the 

activity 

 Temperature sensor 

 

 Communication modules for wireless data transmission: 

 ANT+ 

 Bluetooth 

 

 OLED display with touch-screen function 

 Micro USB for data communication and power supply for recharging the battery. 

Figure 2.1 HDH-first prototype
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 Micro SD card reader for local storage management 

 Real time clock unit 

 Power supply (battery) 

 

Due the fact that the HDH has to be a wristband device, it has to be very comfortable, 

small and very lightweight. 

 

The figure 2.1 2.1 represents the first prototype of the HDH. Obviously, it is based on the 

mentioned design requirements. The alignment of the electrical parts and the signal 

routing are developed to create further prototypes on a flex printed circuit board. This will 

make it possible to wear it like a watch with the display on the upper side and the pulse 

sensors on the lower side of the forearm [14].  

 

 

Hardware 

 

Figure 2.2 illustrates the position of the 

main components of the first prototype 

design [14]. 

 

Accelerometer 

The ADXL345 module from Analog 

Devices Inc. USA. It is a thin, low power, 

3-axis accelerometer with a fixed 10-bit 

resolution and a full resolution up to 13 

bit at up to ± 16g. This enables 

measurement of inclination changes less 

than 1.0°. 

 

ANT+ 

An AP2 RF transceiver module from 

Dynastream Innovations Inc. provides 

ANT+ data communication in the 2.4GHz 

worldwide ISM band with 78 selectable 

RF channels (2403 to 2480MHz) and a 

RF data rate of 1 Mbps. Further it 

supports parallel connection up to 8 ANT 

channels and is optimized for ultra-low 

power operation 

 

 

Figure 2.2 HDH hardware design 
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Altimeter  

The digital pressure sensor BMP085 from Bosch Sensortec GmbH Germany, is able to 

measure the pressure from 300hPa to 1100hPa (-500m to +9000, above sea level) with 

a resolution of 16bit to 19bit and an accuracy of 0.01hPa. Further it provides the 

temperature measurement from 0°C to 65°C in a 16 bit range and a resolution of 0.1°C. 

The pressure and temperature data is to be compensated by the calibration data in the 

E²PROM of the sensor, used to compensate offset, temperature dependence and further 

parameters of the sensor.  

 

Battery Protector  

A high precision lithium battery monitor DS2764 from Maxim Semiconductor Dallas is 

used for battery protection provides current charging level, voltage and charge/discharge 

current of the battery and protects against overvoltage and over current. 

 

Bluetooth  

The LMX9838 Bluetooth serial port class 2 operating module from National 

Semiconductor is a fully integrated Bluetooth 2.0 baseband controller including all 

hardware and firmware to provide a complete solution from antenna through the 

complete lower and upper layers of the Bluetooth stack. The stack includes: Baseband 

and link manager, Protocols: L2CAP, RFCOMM, SDP, Profiles: GAP, SDAP and SPP. 

 

The module supports data rates up to the theoretical maximum over RFCOMM of 

704kbps and a UART command/data port speed up to 921.6kbits. The firmware features 

point-to-point and point-to-multipoint link management for up to 7 active Bluetooth data 

links and one active SCO link. 

 

Display  

An S6E63D6 260k RGB colour AMOLED panel from Samsung Electronics Inc. is a 

single chip solution with a maximum resolution of 240x320 pixels. Therefore it supports 

pictures with 18-/16-/6-bit RGB colours. 

 

Touch Controller  

For user operation of the HDH, an mTouch AR1020 Resistive Touch Screen controller 

from Microchip Technology, Inc. is implemented. It supports different touch modes like, 

stream, down, up, off and more with a touch resolution of 10bit resolution maximum and 

a touch coordinate report rate of 140 reports per second. Further it provides touch 

algorithms for good calibration – corrected coordinates with no additional development or 

code.  
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Microcontroller  

The core of the HDH is the high performance PIC32MX795F512L microcontroller from 

Microchip Technology Inc. This is 32 bit module with a maximum frequency of 80 MHz, 

512k flash memory plus an additional 12kB of boot flash and 128kB SRAM memory. 

 

Micro USB 2.0 

The micro USB 2.0 plug in provides data exchange from the SD-card of the HDH with 

external devices. Additionally the battery can be recharged by means of the power 

supply from the USB connector.  

 

SD-Card slot 

It is used as a local mass storage for micro SD-cards. It also grants access to the micro 

SD-card when plugged to a PC via USB [14]. 

 

Software 

The source code for the microcontroller is written in C- programming language with the 

MPLAB IDE v8.56 and the MPLAB X IDE beta version 5 programming environments 

from Microchip Technology Inc. The Integrated Circuit Debugger 3 (ICD3) device is used 

to run the source code in the debug mode and to flash the compiled and linked code 

onto the microcontroller. Therefore the C32 (v1.11) compiler, provided by Microchip 

Technology Inc. for the 32bit microcontroller, is used. 

 

A FatFS file system library from ELM– FatFS Generic FAT File System Module is 

implemented for the file system of the SD-card. It supports complete access of SD cards 

and handles FAT12, FAT16 and FAT32 file systems. Therefore it provides several 

functions necessary, to manage a complete file system [14].  
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As mentioned, Dalvik VM executes files in the Dalvik Executable format (.dex) which is 

optimized for minimal memory footprint. The VM is register-based, and it is able to run 

classes compiled by a Java language compiler that have been transformed into the .dex 

format by the included "dx" tool.  

 

In order to conserve space, duplicate strings and other constants used in multiple class 

files are included only once in the .dex output. Java bytecode is also converted into an 

alternate instruction set used by the Dalvik VM. An uncompressed .dex file is typically a 

few percent smaller in size than a compressed .jar (Java Archive) derived from the same 

.class files. 

 

Even as said before the tool called “dx” is used to convert Java .class files into the .dex 

format, it can´t do the conversion of all of them. That has been a handicap in this project 

because it was difficult to use some Java libraries in the Android project. As far as these 

Java libraries can´t be converted to .dex format, using these libraries was impossible. It 

was necessary to solve a critical need of the libraries for Parsing and Encoding the HL7 

messages. A new Parsing and Encoding system for this Android Project was needed to 

be realized. More information about this issue is illustrated in Annex VI. Java vs. 

Android. 

 

Nowadays, there aren´t open source libraries available for doing the Parsing and 

Encoding of HL7 messages in Android. This was the first step to be taken to be able to 

work with HL7 messages.  

 

2.5.5 Platform Versions 

 

This section shows data about the relative number of active devices running a version of 

the Android platform.  It illustrates the landscape of device distribution and so, it is 

possible to deduce how to prioritize the development of the application features for the 

devices currently in the hands of users [3].  

 

Current Distribution 

The following pie chart and table is based on the number of Android devices that have 

accessed Android Market [3]. 
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2.6 IDE Integrated Development Environment  
 

The three most popular integrated development environments currently in Java are: 

Intellij Idea [22], Netbeans [23] and Eclipse [6]. 

 

Intellij Idea:  

It was created by JetBrains and supports these languages: Java, JavaScript, 

HTML/XHTML/CSS, XML/XSL, ActionScript/MXML, Python, Ruby/HRuby, Groovy, SQL, 

and PHP.  But it is not open source [22]. 

 

Netbeans and Eclipse are both open source. Comparing these IDEs, we can explain 

some advantages or disadvantages.  

 

Netbeans:    

 Advantages: 

 Netbeans has a GUI builder which is extremely helpful for rapidly creating 

java applications. 

 Netbeans has support for languages like PHP, C++, RoR and Grails. 

 Disadvantages: 

 It lacks the easy integration of SDKs like the Blackberry SDK and Android 

SDK.  

 

Eclipse:   

On the other hand, Eclipse IDE: 

 Advantages: 

 There is easy integration for things like flex builder, the blackberry SDK, 

and the Android SDK in the form of plugins. 

 Eclipse also has a support for languages other than Java, like C++, and 

PHP. 

 Eclipse has tons of plugins which are easy to install 

 

 Disadvantages: 

 Eclipse tended to have a slower startup in comparison to Netbeans. 

 

Both of them have their own advantages comparing with the other. The use of Netbeans 

seems to be better for Java applications, because of the GUI builder.  

 



 

29 

It is said that the use of Netbeans for Android is possible but not recommended in all 

respects. It is possible to use nbandroid, a project in Netbeans (“plugin-netbeans”), 

enabling to work with Android.  

 

Nevertheless, of course there are remarkable advantages if you work with Eclipse. In it, 

all the needed things are integrated. For example, the DDMS [24] (for debugging errors 

and much more) is part of the Eclipse´s views [25]. In Netbeans DDMS needs to be 

executed on its own (this application is in the folder /tools of Android SDK). 

 

In Eclipse a lot of useful tools can be found and facilities for development, such as the 

using of XML for the graphical interfaces. It has a view where it can be seen how the 

screen is going to look like, without the need to use the phone or the emulator. Another 

important thing is that Eclipse is capable of detecting the errors in XML because it knows 

which attributes the interface has and the values of each of them. So, it can notify if there 

is an error.  

 

When you connect the mobile with the cables both IDEs are capable to detect it properly. 

 

Besides all this, it is good to know that in the official Android Developers webpage they 

recommend to install the ADT Plugin for Eclipse [26]. In the next paragraph it will be 

explained what has to be done to start working with Eclipse as a development 

environment for Android. 

 

2.7 Android development environment working with 

Eclipse 
 

To get the Android development environment working with Eclipse, two components are 

needed to install on the development system: 

 

 The Eclipse Android Developer Tools (ADT). 

 The Android SDK. 

 

The Eclipse Android Developer Tools are Android development tools specifically created 

for the Eclipse IDE. The Android SDK is the standard Android SDK that comes from 

Google. Both are needed to develop Android applications with Eclipse [27]. 
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2.7.1 The Android SDK 

 

The Android SDK (Software Development Kit) includes sample projects with source 

code, development tools, an emulator, and required libraries to build Android 

applications. 

 

All the information about installing the Android SDK is in the Android Developers 

webpage [27] and [28]. There, it is possible to learn how to prepare the development 

computer and how to download the SDK Starter Package.  

 

2.7.2 Developing in Eclipse with ADT Plugin 

 

The Android Development Tools (ADT) plugin for Eclipse adds powerful extensions to 

the Eclipse integrated development environment. It enables creating and debugging 

Android applications easier and faster [26].  

 

If Eclipse is used, the ADT plugin gives an incredible boost in developing Android 

applications. For example: 

 

 The developer can execute other Android development tools from inside the 

Eclipse IDE. For instance, ADT allows accessing several capabilities of the 

DDMS tool: take screenshots, set breakpoints, view thread and process 

information directly from Eclipse etc. 

 Thanks to the Project Wizard, the creation and setting up of all of the basic 

files needed for a new Android application are created. 

 The process of building the Android application is simplified. 

 The Android code editor helps writing valid XML for the Android manifest and 

resource files. 

 It will even export the created project into a signed APK, which can be 

distributed to users. 

[26] 
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Activity (please see Annex VII. Activity) preventing the user to use the phone for other 

purposes during the execution of the program. 

 

Otherwise, if the application had been developed as a Thread, the mobile could not run 

Notifications thereby preventing to show notifications when Alert messages were 

received. Notifications [32] can only be launched from Activities or Services.  

 

For all these reasons, the application has been developed as a Service. 

 

Following concept map illustrates the Android Server Service developed in this Master 

Thesis by Bluetooth technology. It is a clarifying schema about the performance of the 

Service.  

 



 

 

Whe

conn

prog

switc

Figur

Figure 3

n you first p

nections. Me

ress bar (m

ches on an

re 3.7). 

3.6 Android S

press the bu

eanwhile in

more about t

d also a no

Server Servic

utton to star

n the Activit

the perform

otification to

ce performan

rt the Servic

ty related w

mance of the

o advise th

nce schema.

ce, the serv

with this Se

e progress 

he user that

. Bluetooth te

ver starts wa

rvice (Blue

in the chap

t the servic

echnology. 

aiting for inc

etoothMana

pter Progres

ce is runnin

34 

 

coming 

ager) a 

ss Bar) 

ng (see 



 

 

Ever

Serv

servi

work

every

warn

 

 

Whe

class

 

Durin

supp

listen

Figu

press

ry time the u

vice in that 

ice that the 

king. If the s

y time you

ning the use

n you press

s  where the

ng the life 

ports the Bl

ning is crea

ure 3.7 Servi

ed first time.

runnin

user goes a

moment, th

user is loo

service is a

 try to turn

er. This is th

s the button

e service is 

cycle, first

uetooth tec

ated as wel

ice On button

 Service star

ng 

 

again to the 

he following

oking for is t

already work

n on or off

he code that

n "Service O

located, an

tly is check

chnology [3

ll as an obj

n 

rts

Figure 3

press

Servic

BlueoothM

g method i

the same a

king the pro

f the serve

t lists the se

ON ", it mak

nd the life cy

ked if the d

33]. If so, a

bject of the 

3.8 Service O

sed for secon

ce is already 

Manager Ac

s called: st

as one of th

ogress bar 

er, the app

ervices ava

kes a refere

ycle of the s

device whe

a notification

Bluetooth

On button 

nd time. 

running 
 

ctivity to see

tateService

e services w

will continu

lication dis

ilable on An

nce to HDH

service start

ere the sof

n showing 

HDHServic

Figure 3.9

pressed.

e the status

e. It checks

which alrea

ue on. In ad

plays a me

ndroid: 

HManagerS

rts.  

ftware is in

that the se

ce class (w

9 Service Off 

. Service fini

35 

s of the 

s if the 

ady are 

ddition, 

essage 

Service 

nstalled 

erver is 

where a 

f button 

shed 

 



 

Thre

mode

[35] t

and t

 

After

runn

  

As s

until 

a “b

conn

ident

to br

cons

 

Whe

and 

comm

curre

acce

 

The 

respo

comm

 

ad starts w

e). Added t

type object.

the Bluetoo

r we have 

ing waiting 

hown, there

the Server 

locker” ins

nection from

tifies the co

reak, becau

stant load, w

n the Bluet

an HDHC

munication 

ently conne

ept, which w

List of all th

onsible of a

munication.

where the 

to this obje

. (This hand

oth Service. 

created th

for the inco

e is a while

is switched

truction (it 

m outside 

onnection. T

use being a

which can le

ooth Socke

Client obje

with the wr

cted clients

will wait for o

he patients 

adding new 

  

connection

ect there are

dler will ena

All about th

he Bluetoo

oming conne

e loop whic

d off. The a

means tha

is done) a

This instruct

 blocker ins

ead to dama

et [37] is obt

ect is crea

ist device b

s are listed. 

other conne

is controlle

clients, or 

s between 

e: the Con

able the com

his handler 

othHDHSer

ections.  

h allows th

accept of th

at the acc

and then it 

tion, accept

struction pr

age the CPU

tained, it is 

ated. This 

by a Thread

When this 

ections. 

ed by the HD

delete and 

the HDH 

text [34] of

mmunicatio

is explained

rvice objec

e connectio

he Bluetoot

ept will wa

will return

t, avoids th

revents that

U and short

checked if 

object w

, and it is a

is done, th

DHManage

free some 

and mobile

f the Servic

n between t

d later). 

ct, the Lis

ons with a l

thServerSo

ait in this 

n a Bluetoo

e CPU of th

t the CPU a

ten the batte

it has been

will be res

dded to a L

e code will 

edClients c

of the reso

e are in "a

ce and a H

the ListenT

stenThread

lot of HDH 

ocket [36] c

code line 

oth Socket 

he Android 

achieves 10

tery life. 

n created co

sponsible f

List where a

come back

class. This c

ources used

36 

accept" 

andler 

Thread 

 starts 

 
clients 

class is 

until a 

which 

Server 

00% of 

orrectly 

for the 

all other 

k to the 

class is 

d in the 



 

37 

In this way, the developed application becomes in a multi-user application, achieving 

successfully one of the targets given for this project. 

 

After this explanation of the Listen Thread and the clients acceptance, the issues related 

with the accepted client and the mobile phone will be introduced. As mentioned before 

(shown in the code above), this communication is done within the HDHClient class. 
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 The notifications have to be launched from a Service or Activity which are 

working, that is why is necessary to use a Handler in order to send the HL7 

object from the reception Thread to the running Service. 

 Each notification must have a PendingIntent object, which is created by a related 

Intent. In this Intent some useful data is added for the alarm activity, like the 

patient identifier number (Extras). By default, a distinct PendingIntent is only 

created when the underlying Intent is materially different from the Intent used by 

another outstanding PendingIntent. The used Intent only differs by the extras. If 

we need to have several outstanding PendingIntents, we will need to have them 

be on different Intents, where those Intents differ by component, action, data 

(Uri), or categories and not only the Extras. That is why each Intent is identified 

with a single category. This category is given by the moment of the creation of  

the Intent. 

 

Moreover, if the received message is “PI”, what the application must do is update all the 

data stored in the XML file of the SDCard. This file is created to store all the patient data 

inside. That is why is very important to register every patient that will be with the 

monitoring system (this will be explained in chapter Register a patient). For the update 

there is a method refreshDataInXml in the UPdateXML class, which uses the simple-

xml-2.3.6 library [39].  

 

After these paragraphs, the explanation is finished about the application procedure 

regarding the successful parsing of the message. In case of incorrect parsing or a 

thrown exception the following things occur. 

 

The exception is caught and it will exit the Thread, waiting for the next message that will 

be sent when the timer expires in the sending device.  

 

In summary, it is all about switching on the Service and sending and receiving of the 

messages. In the next lines, it will be illustrated in detail how it is possible to switch Off 

the Service. 

 

In the lifecycle of a Service/Activity there is a method which always is executed before 

leaving the Context. This method is onDestroy of the Service [29] / Activity [30] class of 

Android. It is called every time we want to switch Off the Service by using the instruction 

stopService (of the Service class of Android), which is executed when the button in the 

Figure 3.9 is pressed. 

 

In order to turn off the Service of the Bluetooth Server, we should firstly make sure that 

there is an object of BluetoothHDHService, because as said before, one of the 

attributes of this object is the Thread “ListenThread”. If BluetoothHDHService object is 
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Once the client is accepted, the code will wait for more incoming connections in the 

accept method of the ServerSocket class. 

 

As already mentioned, the object HDHServerClient will manage the connection. It 

means it will be responsible for: 

 

1. Reception of the HL7 messages sent by the HDH device. 

2. Recognize and generate a corresponding ACK message. 

3. Reply with the ACK. 

4. Perform the necessary action in the received message, either storage the 

message, update patient information and warnings/alerts by using sound 

notifications. 

 

All these tasks are maintained as follows:  in the ReceiverThread class included in the 

HDHServerClient class (the tasks corresponding to 1, 3 and 4 point), the package with 

the Parser of the HL7 messages (point 2) and in the IPServerService by the Handler 

object and Alert class (task number 4, notifications), and the UpdateXML (task number 

4, updating the patient data). 

 

Turning Off the Server Service: 

 

Regarding to the Switch Off of the Service, it has the same features as the Service of the 

Blueetooth Server. 

 

 Recognition of the state of the Service (Mode On and Mode Off), using visual 

effects such as the progress bar and Toast [44] type message (implemented in 

the class IPServerActivity). 

 Free all the resources of the connections (implemented in classes and 

HDHServerClient and HDHServerManagedClients). 

 The server won´t wait for more incoming connections (implemented in class 

HDHServer).[40] 
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3.3 Parser: from HL7 message to HL7 
 

3.3.1 HL7 HAPI for Parsing and Encoding 

 

While working with HL7 messages [2], some tool to process and understand was 

needed. In this way the work would be faster and of course, it would be robust in case of 

some errors in the communication between the HDH and Android mobile device. 

 

After searching the Internet, a really useful and strong tool called HAPI was found [13]. 

 

HAPI is a HL7 application programming interface. It is an open-source, object-oriented 

HL7 2.x parser for Java. This project is not affiliated with the HL7 organization; they only 

wrote some software that conforms to HL7 specification. The project was initiated by the 

University Health Network. 

 

Basically HAPI translates between HL7-encoded Strings and Message objects. The 

String format is required for sending messages over the network or storing them in a file. 

The object format is convenient for reading and setting individual data fields. Parsing is 

called to convert message string to Message object and Encoding is called to converting 

Message object to message string.  

 

Both of these actions are performed with a ca.uhn.hl7v2.parser.Parser object. 

 

Although this tool was very attractive we can´t forget that HAPI is written in Java, so you 

must have a Java Virtual Machine (JVM) installed on your system. If you are doing 

development, you should get the Java 2 Standard Edition Software Development Kit 

(SDK), which includes a JVM.  

 

While working with Android and Dalvik (virtual machine VM in Google's Android 

Operating System), there are problems to use HAPI´s libraries in Android projects. See 

Annex VI. Java vs. Android 

 

From the webpage of HAPI [49] it is possible to download the libraries for this tool to 

work with Java (xercesImpl-2.4.0.jar, xmlParserAPIs-2.6.2.jar, xalan-2.7.0.jar, jaxen-1.0-

FCS-2.7.0.jar, saxpath-1.0-FCS.jar, JDOM-1.1.jar). However, neither the library xerces 

nor saxpath works with Android. 

 

For this reason, a Parser was built for the De/Encoding messages.  
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3.3.2 Structure of the HL7 message 

 

Before explaining in detail the composition of this parser, the structure of the HL7 

messages is explained more specifically. 

HL7 version 2.x 

 

The HL7 version 2 standard [2] has the aim to support hospital workflows. HL7 version 2 

defines a series of electronic messages to support administrative, logistical, financial as 

well as clinical processes. Since 1987 the standard has been updated regularly, resulting 

in versions 2.1, 2.2, 2.3, 2.3.1, 2.4, 2.5, 2.5.1, 2.6 and 3. The v2.x standards are 

backward compatible (i.e. a message based on version 2.3 will be understood by an 

application that supports version 2.6). The v3 standard, as opposed to version 2, is 

based on a formal methodology (the HL7 Version 3 Development Framework, HDF) and 

object-oriented principles. 

 

HL7 v2.x mostly uses a textual, non-XML encoding syntax based on delimiters. 

 

HL7 v2.x has allowed for the interoperability between electronic Patient Administration 

Systems (PAS), Electronic Practice Management (EPM) systems, Laboratory 

Information Systems (LIS), Dietary, Pharmacy and Billing systems as well as Electronic 

Medical Record (EMR) or Electronic Health Record (EHR) systems. Currently, HL7’s 

v2.x messaging standard is supported by every major medical information systems 

vendor in the United States [2]. 

 

HL7 v 2.6 Message construction 

 

This is a brief description of the encoding rules of messages. The messages are formed 

by data fields of variable length separated by separator character fields. The rules 

describe how you can encode the different types of data in a field and when you can 

repeat them. The data fields are logical groupings called segments, which are separated 

from each other by separator characters. They can be | ^ ˜ \ & <CR>. Each of them deals 

with one type of date [2].  

 

For example: 

 

 Ending of the segment  <CR> (ASCII 13) 

 Separator of the Field  | (ASCII 124) 

 Separator of the Component  ^ (ASCII 94) 

 Separator of the Subcomponent  & (ASCII 38) 

 Character of Repetition ~ (ASCII 126) 

 Character of Escape \ (ASCII 92) 
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MSH and PID are the segments which deal with the received message´s parameters 

and the actually patient parameters. Without going into specific fields, the MSH owns the 

information about the addresses of the HDH wrist device and mobile phone, and some 

important information of the messages as the receiving date-time, its type and some 

important ID´s, among other things. On the other hand, the PID talks about the patient 

basic information, his name, identification and his address. 

 

EVN deals basically with the recorded date-time. 

 

The information of the relatives of the patients is shown in the NK1 segments. In these 

HL7 messages, we only have information of the two relatives, whose name, relationship, 

address, phone numbers etc. are given. 

 

PV1 classify the patient type, for example, in this case the patient is described as a 

telepatient. 

 

The information of the allergies or diseases suffered by the patient is written in the AL1 

and DG1 segments, which are defined by their number and description. Currently only 

three allergies and diseases are available within this HL7 structure. 

 

The last segment, NTE contains all the important facts of medical diagnosis, therapies 

etc. 

For more detailed and specific information about the meaning and contained information 

in each field, it is recommended to read the Annex IV. Table of the HL7 messages 

components or more in HL7 standard [2]. 

 

Message Type ST: standard 

 

This type of messages is STandard Message. This message contains all the data related 

with the monitoring of the patient.  

 

Occasionally, the HDH sends the data of the measured pulse and activity of the user. 

The Android phone must be able to receive, store and process these messages. 

 

ST messages have the MSH segment and PID segment, as every type of HL7 

messages does. The meaning of their information is already explained above. 

 

OBR segment is responsible to preserve the information of the starting and ending date-

time of the measurements done to the patient. It also contains a description of a danger 

code if it is necessary. 
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Basically, the ACK message informs to the HL7 message transmitter that everything was 

well in the reception, or if there was some problem with the message. 

 

If an ACK with "AA" is received, that means that the HL7 message was correct. 

Otherwise, an "AR" indicates that the message was incorrect, and thus the transmitter 

knows that it has to retransmit the message. 

 

The ACK message has two segments, MSH and MSA. In both, there are fields that must 

be filled with specific fields from the received message.  

 

For example, the ACK MSH-3 has to be filled by MSH-5 from the received message, the 

ACK MSH-5 with the MSH-3. In the same way, the ACK MSH-4 with MSH-6, and ACK 

MSH-6 with the MSH-4 of the received message. 

 

Field MSH-9 ACK is also very important for the created Parser, because it is the one 

which reports the type of message. 

 

Additionally, in the MSA segment, the field 2 (Message Control ID) corresponds to the 

MSH-10 (Message Control ID) of the received message. Thus, each ACK identifies only 

one HL7 message. In the example above, ACK belongs to the PI message whose 

control ID is 0001. 

 

The tables written in annex IV. Table of the HL7 messages components show the 

segments used in the HL7 messages that are used currently in the system. In bold 

specifies each of the fields used in each of the segments. 

 

For more detailed and specific information about the HL7 standard, please see the 

standard definition [2]. 
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medical information as the pulse or activity/altitude of the patient. In the PI folder, all the 

update messages received from the HDH are stored. These messages, as shown in the 

chapter of the connections by Bluetooth Technology, are responsible of updating the 

information of the patient that is serialized in the XML file. This is why the XML directory 

exists. 

 

The XML directory is something like “having a patient information library” in our program, 

which allows working with patient data any time. It is used for several things: for 

instance, to launch alarms, show information of the patient or even makes it easier to 

provide a nicer interface for the user because it allows identifying the number of the 

patient with his name and surname by using the pop up system (explained later  in the 

chapter PopupWindow). 

 

The procedure of serializing the patient data is done using an open source serialize type 

library, called Simple XML [39]. 

 

It was decided to use this library (instead of others which are implemented by Android 

which work in Java) because of these reasons: 

 

 Simple framework with powerful capabilities. The framework used to provide 

XML serialization is simple to use and revolves around several annotations and 

a single persistent object used to read and write objects to and from XML.  

 Can handle cycles in the object graph. The persistence engine can handle 

cycles in the object graph, which enables complex objects with recursive 

references to be serialized. This ensures that the deserialization process can 

recover all object references.  

 It requires absolutely no configuration. Unlike many of the XML frameworks for 

Java there are no mappings or configuration required to serialize objects 

regardless of its complexity. The XML schema is represented using field 

annotations.  

 Extremely rapid development with XML. Developing XML configuration and 

communication systems can be done much quicker than through the use of 

XML frameworks such as DOM, SAX, and even other frameworks such as 

Digester and XStream.  

 Converts to and from human editable XML. A primary goal for the framework is 

that the XML data used to deserialize a serialize objects is human readable. All 

XML elements and attributes take a simple structure that can be easily created 

with a text editor.  

 Contains an XML templating system. As part of the deserialization process 

template markers within the XML elements and attributes can be replaced with 

variables. This allows the system to be easily adapted for use as a 

configuration system with dynamic value substitution [39].  
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3.5 Graphs 
 

One of the targets of the developed application was that the data of the patient had to be 

shown in graphs. 

 

It is obvious that having the possibility of seeing the data in graphic form is very 

attractive, because in this way the user can just have a quick look at it and see the most 

meaningful data and the tendency of the vital samples of the patient. The user can note 

the temporal evolution of the patient because every received message is stored 

depending on the date-time of the reception as well as depending on the information 

type: “Pulse”, “Activity” or “Latitude” of the monitored patient. 

 

Since Android has a basic graphic package (graphics [55]), which provides low level 

graphics tools such as canvases, color filters, points, and rectangles, in order to 

implement the graphics in this application the code should have been written almost from 

scratch.  

 

Therefore, for the purpose of implemented nice graphic views, an open source library 

was searched in the internet. The used library is achartengine [56], an open source 

library developed by 4ViewSoft.  

 

The truth is that the implementation of the graphs in Android is an issue which is 

developing continuously. Nowadays, this library provides line, area, scatter, time, bar, 

pied, bubble, doughnut, range bar and dial charts. 

 

When this development started there wasn´t yet implemented zoom functionality in this 

library but it had been added months later. That is why the graphics code was rewritten 

again. 

 

In this chapter it will be explain in detail how the code related with the last version of the 

graphics in the mobile server was done. The classes related with it are in the 

com.upna.AndroidServer.Chart package. As mentioned above, the used library is 

achartengine-versionconZoom.jar. 

 

In the developed application, once the user selects the date-time of the data of the 

patient (Figure 3.77) that he would like to see, an activity asking for the type of 

information appears as shown below. The user can choose between seen the “Activity” 

or “Altitude” or the “Pulse” data (see above Figure 3.78). The class related with this 

screen is SelectChart. 
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it was possible to analyze this program, check the errors and correct them. Thanks to 

that, when working with other people and trying connections, message sending/reception 

and answering… only some details were needed to be redone. 

 

Following there is a brief explanation about the simulators which were created during the 

development of this master thesis (which became very important for testing purposes). 

 

 HDH (client) simulator for Bluetooth connection, for the implemented 

Android Server Bluetooth application. 

 HDH (client) simulator for TCP/IP connection, in order to connect to the 

implemented Wifi Android Server. 

 Android SDK emulator to send GSM messages. It is the emulator that the 

Android platform provides. 

 

There were also two simulators for the Android Server application: 

 

 Simulator of HDH working as the server, Android phone acting as a 

Bluetooth client  

 Simulator of the HDH Main Server. 

 

Due to the fact that both connections are working with real applications (with the real 

devices; HDH wrist device and Main Server) none of these simulators are included in the 

next lines because they are not needed currently. Only the first three simulators are 

explained. 
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4 Evaluation and results 

4.1 Evaluation 
 

In any project that contains an implementation part, it is imperatively needed to verify the 

correct behavior of it. In this case, after the implementation of the application debug 

processes have been done: testing both "black box" and "white box" to ensure the 

correct behavior of the deployed application. 

 

Black-box test design treats the system as a "black-box", so it doesn't explicitly use 

knowledge of the internal structure.  Black-box test design is usually described as 

focusing on testing functional requirements [68]. Thus, this test design introduces data 

and only analyzes the output of the tested object. In general, this test level requires 

defining all the possible cases and so, the tester only has to verify each output or 

behavior of the system for a specific input.   

 

Nevertheless, white-box test design enables to peek inside the "box", and it focuses 

specifically on using internal knowledge of the software to guide the selection of test 

data.  The tester has access to the internal data structures, code and algorithms. The 

test methods for white-box testing could also use to validate the integrity of the test 

realized with methods of the black-box. This facilitates the work of the developers, 

because they can examine parts of the system that rarely would be tested and ensures 

that all the important points have been analyzed.  

 

4.2 Results 
 

Some of the most important facts of this Master Thesis are the connections achieved 

with several devices. That is why they have been tested and verified a lot of times when 

evaluating the software. Some connections had some difficulties that have been 

successfully solved during the Thesis progress. 

 

Regarding the connections with Android, it is unavoidable to talk about the HL7 package. 

It is required testing the HL7 package built for Android, which is responsible of parsing 

the received HL7 messages. It provides various algorithms capable of understanding the 

messages that are currently running, but due to the fact that the project is continuously 

progressing, it would be sensitive of possible changes in some features in the future.  

 

Besides, all the interfaces have been tested and also the internal code which controls 

them. The small details that caused some kind of error have been solved and now 

everything works correctly. 
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Since the mobile phone market is always in constant motion, there are a lot of mobiles 

which implement Android, all of them with different features, screens... the great thing 

would be to be able to make that the graphical interface adapts in every kind of mobile 

[69]. In this way, it would be perfectly visible in all the devices. For the moment, a design 

was developed which works with the current phone, HTC Magic.  If it is expected that all 

interfaces need to display correctly further tests need to be conducted. 

 

As explained in the reference of developers of Android [69] this issue should be noted for 

applications that have been developed for platforms older than 1.5, because for later 

versions the platforms provide services for adapting to the screen. In the case of wanting 

to show this application in versions with extra large screens, several tests should 

perform. 

 

5 Conclusions and Future researches 

5.1 Conclusions 
 

The result of this Master Thesis is the Android Server application which represents the 

first step for future solutions in the homecare field regarding to the HDH wrist device. 

The completion of this Master Thesis in an e-Health environment has been a very 

rewarding experience. 

 

Thanks to several applications developed (and currently developing) by research groups 

it can be said that nowadays e-health and medical interoperability play an important role. 

The research groups work also in collaboration with hospitals, service providers and 

manufacturers of medical devices. It seems that increasingly, companies are investing 

on the interoperability of their systems because it supposes a market that will 

undoubtedly be claimed by the public. 

 

The developed Android Server application provides the opportunity to monitoring the 

elderly patients. In this way another important role is achieved: family members who 

aren´t in the same place as the patient can surely know any time that their elders are 

continuously monitored and the best care is given to them. 

 

In order to provide the best service, the developed application is capable to understand 

and interchange HL7 messages with the HDH wrist device and the Main Server. The 

HDH wrist device is capable to communicate with a multitude of daily used emergency 

care equipment and health devices combining different existing data transmission 

technologies and protocols. That is why different technologies were implemented for the 

connections.  
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Moreover, the Android Server is capable to deal with several data. For instance, the 

system is qualified to deal with patient´s information as well as with personal health data. 

The related graphs showing trends of received values are displayed to the user 

efficiently. In case of emergency, the user will be informed instantly by the alert 

messages. The developed application is easy to use, to install and also attractive to 

handle. Therefore, the user to whom this application is oriented, as relatives of the 

elderly, doctors in hospitals or even nursing homes could use it comfortably.  

 

The truth is that during the time of development, it was possible to get a current overview 

of the problem of interoperability and standardization, because there was the opportunity 

to learn firsthand about the mechanisms that are being used in the medical field for 

message transport. As mentioned before, in this case it is used the HL7 standard. 

 

Dealing with HL7 standard provides, without doubt, a very interesting knowledge. 

Without the existence of standards, the possibility of transmitting, receiving and 

interpreting medical messages would be impossible. It has been demonstrated by 

experimental evidence that if there wasn´t an established standard, the proper 

communication between the mobile telephone (Android Server application) with both the 

wrist HDH device and the Main Server would be impossible. In conclusion, the standard 

is an irreplaceable piece in the development of all types of telemedicine systems.  

 

During the development of this Master Thesis, Android was the main character. It is an 

OS continuously developing; nowadays it is apogee. Due the fact that it is an open 

source platform means that it has a great potential. The most important feature is that it 

enables to integrate completely in other systems. After all, in open source the developers 

can read, redistribute and modify the source code of an application that is why it grows 

and progresses by leaps and bounds. The community improves the software, adapts 

and corrects it so fast that the system becomes a colossal tool.  

 

The conclusions of the done work can hardly be considered more positive for the author, 

because it covers the expectations and goals set at the start of the Thesis. 

 

5.2 Future researches 
 

This Master Thesis has as a result the first version of the Android Server software. This 

software enables to exchange medical messages by the standard HL7 and provides a 

powerful tool for the telemonitoring of patients. 

 

However, as mentioned, the developed software is a first version and some issues could 

be added in the future: 
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 Implementation of a tool for the standard HL7 messages in the Android 

platform. The package developed for the HL7 type messages, is a tool which 

currently works properly in the present environment. However, it would be 

appropriate to make a code similar to HAPI [13], which would enable to 

recognizing any HL7 message. This functionality would provide an 

independent autonomy regarding to the messages sent from the devices. 

 

 Implementation of a SQLite data base in Android [70]for the security of the 

data. It would be able to replace the current file system available in the 

application. SQLite is a relational data base management. Android provides a 

SQLite offers everything needed for local storage and fast and simply result. 

 

 Implementation of Web services or SSL security in the non-secure 

connections, as the connection by Internet. This work should be done in 

cooperation with the developers of the Main Server. This fact enables 

sending medical type messages, protected from possible intrusions in the 

connection. 

 

These are possible future research topics which could be implemented for a second 

version of the Android Server. 

 

In addition, the emerging technologies within eHealth environment have to be kept in 

mind. The technical features and communication requirements of these technologies are 

defined depending on the domain where they work. In the following paragraphs there are 

explained some of these technologies. 

 

BLTE is an alternative to the Bluetooth standard that was introduced in Bluetooth v4.0, 

and is aimed at very low power applications running off a coin cell. It allows two types of 

implementation, dual-mode and single-mode. In a dual-mode implementation, Bluetooth 

low energy functionality is integrated into an existing Classic Bluetooth controller. The 

resulting architecture shares much of Classic Bluetooth’s existing radio and functionality 

resulting in a negligible cost increase compared to Classic Bluetooth. Additionally, 

manufacturers can use current Classic Bluetooth (Bluetooth v2.1 + EDR or Bluetooth 

v3.0 + HS) chips with the new low energy stack, enhancing the development of Classic 

Bluetooth enabled devices with new capabilities. 

 

Cost-reduced single-mode chips, which will enable highly integrated and compact 

devices, will feature a lightweight Link Layer providing ultra-low power idle mode 

operation, simple device discovery, and reliable point-to-multipoint data transfer with 

advanced power-save and secure encrypted connections at the lowest possible cost. 

The Link Layer in these controllers will enable Internet connected sensors to schedule 

Bluetooth low energy traffic between Bluetooth transmissions [71]. 
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ZigBee technology operates on the IEEE 802.15.4 standard, as this only defines the 

physical layer and Medium Access Control (MAC). It is targeted at radio-frequency (RF) 

applications that require a low data rate, long battery life, and secure networking. The 

hardware is considerably simpler than BT, achieving several years of battery life through 

minimal power consumption [72]. 

 

NFC (Near Field Communication) technology [73]. It can be also very interesting in the 

eHealth environment, especially in cases that it is not necessary to monitoring the 

patient all the time (the short range of the NFC limits the capacity to continuous 

monitoring). In addition, Android has developed the API for the new mobile devices 

which integrates this chip [74] . More information is available in the Annex IX. NFC. 

 

Moreover, related with the research environment, an integration of the ANT+ (Annex X. 

ANT+) technology in Android would be useful, because this technology is being 

increasingly used in the Android development. There are some devices which already 

implement it [75]. ANT+ is primarily designed for collection and transfer of sensor data, 

to manageable units of various types. The three main areas of operation are sport, 

wellness and home health. It can be used for data-transfer for a number of devices 

enabling to get the Android platform closer to the e-Health context. 

 

Within the LAN technologies domain, Wi-Fi Direct has to be highlighted. It consists of a 

series of software protocols (Wi-Fi Peer-to-Peer specification) that allow Wi-Fi devices to 

communicate with each other directly without needing a wireless Access Point (AP) [76]. 

In terms of security, it uses the Wi-Fi Protected Setup to create connections (using 

WPA2) between devices. The work at Continua Health Alliance considers emerging 

technologies to have particular relevance in interoperability. In February 2011, Continua 

signed a collaboration agreement with Wi-Fi Alliance for the promotion and adoption of 

Wi-Fi Direct technology [77]. 
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Annexes 
 

I. External storage system: SDCard 
 

The class SDCard in the com.upna.AndroidServer.SDCard package is responsible of 

doing all the I/O operations in the mobile phone external storage system, for the Android 

Server application. 

 

The most used methods are shown in the list below: 

Method Description 

hasStorage () Returns a Boolean which indicates if the SDCard target is 

mounted on the phone. 

existFile(File fileCheck) Returns a Boolean which indicates if the file exists and it is 

in readable mode. 

existPatient() Returns a Boolean which indicates if the patient exists and 

it is in readable mode. 

listDirPatient() Returns a String[] which list all the existing patients.  

createDirofPatient(String 

idPatient) 

Returns Boolean if the folders for the current patient 

(idPatient) are created. 

If there is no patient in the storage system it creates the 

patient file. 

removeDirofPatient(String 

idPatient) 

Returns a Boolean indicating if the patient structure has 

been deleted from the system. 

Deletes all the internal files.  

deleteDirectory(File path) Returns a Boolean indicating if the files have been deleted 

(in recursive way) in the path folder.  

 

writeMessage(String message, 

HL7object hl7) 

Stores the message in the SDCard, using the Identification 

Number of the HL7. See figure 3.50. Depending on the HL7 

message type, it is stored in the specify folder (STAL or PI). 

dirListByDescendingDate(File 

folder) 

Returns File[]listing the files by descending date. 

dirListByAscendingDate(File 

folder) 

Returns File[] listing the files by ascending date. 

dirListByDescendingName(File 

folder) 

Returns File[] listing the files by descending name. 

dirListByAscendingName(File 

folder) 

Returns File[] listing the files by ascending name. 

readFile(String filename) Returns a String representing the content of the read file 

(filename). 

 



I
 

I. AndroidSServer Prooject Direct

  

tory 

 

1

  

47 



 

  
 

148 



 

149 

III. Android Manifest 
 

The manifest presents essential information about the application to the Android system, 

information the system must have before it can run any of the application's code. Every 

application must have an AndroidManifest.xml file in its root directory. 

 

This one is the AndroidManifest of my Android Server application: 
 

<?xml version="1.0" encoding="utf-8"?> 

<manifest  

   xmlns:android="http://schemas.android.com/apk/res/android" 

      package="com.upna.AndroidServer" 

      android:versionCode="1" 

      android:versionName="1.0"> 

       

<uses-permission android:name="android.permission.BLUETOOTH_ADMIN" />  

<uses-permission android:name="android.permission.BLUETOOTH" />  

<uses-permission android:name="android.permission.RECEIVE_SMS" /> 

<uses-permission android:name="android.permission.VIBRATE" /> 

<uses-permission android:name="android.permission.CALL_PHONE" /> 

<uses-permission android:name="android.permission.INTERNET" /> 

<uses-permission android:name="android.permission.ACCESS_WIFI_STATE"/> 

<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE"/> 

<uses-permission android:name="android.permission.ACCESS_COARSE_LOCATION"/> 

<uses-permission android:name="android.permission.RECEIVE_BOOT_COMPLETED"/> 

 

    

<application android:icon="@drawable/icon" android:label="@string/app_name"> 

 

<!-- AndroidServer --> 

<activity android:name=".AndroidServer_Home" android:label="@string/app_name" 

android:theme="@android:style/Theme.Light.NoTitleBar"> 

 <intent-filter> 

  <action android:name="android.intent.action.MAIN" /> 

       <category android:name="android.intent.category.LAUNCHER" /> 

 </intent-filter> 

</activity> 

 

<activity android:name="com.upna.AndroidServer.ServerW3GorBT"      

android:theme="@android:style/Theme.Light.NoTitleBar" > 

</activity> 

      

<!-- About Us --> 

<activity android:name="com.upna.AndroidServer.AboutUs.AboutUs"  

android:theme="@style/customTheme"> 

</activity> 

          

<!-- Alarm -->     

<activity android:name="com.upna.AndroidServer.Alarm.Patientinfo"/> 

<activity android:name="com.upna.AndroidServer.Alarm.Medicalinfo"/> 
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<activity android:name="com.upna.AndroidServer.Alarm.Relativesinfo"/> 

<activity android:name="com.upna.AndroidServer.Alarm.ShowAlarm" 

android:theme="@android:style/Theme.Light.NoTitleBar"> 

</activity> 

          

<!-- Bluetooth --> 

<receiver android:name="com.upna.AndroidServer.Bluetooth.AndroidServerReceiver"  

android:enabled="true">  

 <intent-filter>  

      <action android:name="android.provider.Telephony.SMS_RECEIVED" /> 

  <action android:name="android.content.Intent.ACTION_BOOT_COMPLETED"/>  

            <action android:name="android.intent.action.BOOT_COMPLETED"/>  

       <category android:name="android.intent.category.HOME"/>  

 </intent-filter>  

</receiver> 

<activity android:name="com.upna.AndroidServer.Bluetooth.BluetoothManager"  

android:theme="@android:style/Theme.Light.NoTitleBar"> 

</activity> 

<activity android:name="com.upna.AndroidServer.Bluetooth.DeviceListActivity"  

android:label="@string/select_device" 

android:theme="@android:style/Theme.Dialog" 

android:configChanges="orientation|keyboardHidden"> 

</activity> 

<service android:name="com.upna.AndroidServer.Bluetooth.HDHClientService" /> 

<service android:name="com.upna.AndroidServer.Bluetooth.HDHManagerService" /> 

         

<!-- Chart --> 

<activity android:name="com.upna.AndroidServer.Chart.CalendActivity"  

android:theme="@style/customTheme"> 

</activity> 

<activity android:name="com.upna.AndroidServer.Chart.ListHours"  

android:theme="@style/customTheme"> 

</activity> 

<activity android:name="com.upna.AndroidServer.Chart.SelectChart"  

android:theme="@style/customTheme"> 

</activity> 

<activity android:name="org.achartengine.GraphicalActivity"  

android:theme="@android:style/Theme.NoTitleBar"> 

</activity> 

          

<!-- HDHMainServer --> 

<activity android:name="com.upna.AndroidServer.HDHMainServer.HDHMainServer"  

android:theme="@style/customTheme"> 

</activity> 

<service android:name="com.upna.AndroidServer.HDHMainServer.HDHMainServerService"/> 

<activity android:name="com.upna.AndroidServer.HDHMainServer.ShowTransferInfo"  

android:theme="@style/customTheme"> 

</activity> 

             

<!-- HistoryPatient -->     

<activity android:name="com.upna.AndroidServer.HistoryPatient.DeletePatient"  

android:theme="@style/customTheme"> 

</activity> 
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<activity android:name="com.upna.AndroidServer.HistoryPatient.History"  

android:theme="@style/customTheme"> 

</activity> 

<activity android:name="com.upna.AndroidServer.HistoryPatient.InfoOrChart" 

android:theme="@style/customTheme"> 

</activity> 

<activity android:name="com.upna.AndroidServer.HistoryPatient.PatientList" 

android:theme="@style/customTheme"> 

</activity> 

<activity android:name="com.upna.AndroidServer.HistoryPatient.RegisterIDpatient"  

android:windowSoftInputMode="stateUnchanged" 

android:theme="@android:style/Theme.Light.NoTitleBar"> 

</activity> 

<activity android:name="com.upna.AndroidServer.HistoryPatient.TabPatient"  

android:theme="@android:style/Theme.Light.NoTitleBar"> 

</activity> 

         

<!-- Wifi --> 

<activity android:name="com.upna.AndroidServer.Wifi.IPServerActivity"  

android:theme="@android:style/Theme.Light.NoTitleBar"> 

</activity> 

<service android:name="com.upna.AndroidServer.Wifi.IPServerService"/> 

          

<!-- SMS --> 

<service android:name="com.upna.AndroidServer.SMSManager.SMSService" /> 

</application> 

</manifest> 
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IV. Table of the HL7 messages components 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

MSH 

MSH-1: Field Separator 

(ST) 
MSH-8: Security (ST) 

MSH-15: Accept 

Acknowledgment Type (ID) 

MSH-22: Sending 

Responsible Organization 

(XON) 

MSH-2: Encoding 

Characters (ST) 

MSH-9: Message Type 

(MSG) 

MSH-16: Application 

Acknowledgment Type (ID) 

MSH-23: Receiving 

Responsible Organization 

(XON) 

MSH-3: Sending 

Application (HD) 

MSH-10: Message Control 

ID (ST) 

MSH-17: Country Code 

(ID) 

MSH-24: Sending Network 

Address (HD) 

MSH-4: Sending Facility 

(HD) 

MSH-11: Processing ID 

(PT) 

MSH-18: Character Set 

(ID) 

MSH-25: Receiving 

Network Address (HD) 

MSH-5: Receiving 

Application (HD) 
MSH-12: Version ID (VID) 

MSH-19: Principal 

Language Of Message (CWE)  

MSH-6: Receiving Facility 

(HD) 

MSH-13: Sequence 

Number (NM) 

MSH-20: Alternate 

Character Set Handling 

Scheme (ID) 
 

MSH-7: Date/Time of 

Message (DTM) 

MSH-14: Continuation 

Pointer (ST) 

MSH-21: Message Profile 

Identifier (EI)  
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PID 

PID-1: Set ID - PID (SI) 
PID-11: Patient Address 

(XAD) 

PID-21: Mother's Identifier 

(CX) 

PID‐31: Identity Unknown 

Indicator (ID) 

PID-2: Patient ID (CX) PID-12: County Code (IS) 
PID-22: Ethnic Group 

(CWE) 

PID-32: Identity Reliability 

Code (IS) 

PID-3: Patient Identifier 

List (CX) 

PID-13: Phone Number - 

Home (XTN) 
PID-23: Birth Place (ST) 

PID-33: Last Update 

Date/Time (DTM) 

PID-4: Alternate Patient 

ID - PID (CX) 

PID-14: Phone Number - 

Business (XTN) 

PID-24: Multiple Birth 

Indicator (ID) 

PID-34: Last Update 

Facility (HD) 

PID-5: Patient Name 

(XPN) 

PID-15: Primary Language 

(CWE) 
PID-25: Birth Order (NM) 

PID-35: Species Code 

(CWE) 

PID-6: Mother's Maiden 

Name (XPN) 

PID-16: Marital Status 

(CWE) 
PID-26: Citizenship (CWE) PID-36: Breed Code (CWE) 

PID-7: Date/Time of Birth 

(DTM) 
PID-17: Religion (CWE) 

PID-27: Veterans Military 

Status (CWE) 
PID-37: Strain (ST) 

PID-8: Administrative Sex 

(IS) 

PID-18: Patient Account 

Number (CX) 
PID-28: Nationality (CWE) 

PID-38: Production Class 

Code (CWE) 

PID-9: Patient Alias (XPN) 
PID-19: SSN Number - 

Patient (ST) 

PID-29: Patient Death Date 

and Time (DTM) 

PID-39: Tribal Citizenship 

(CWE) 

PID-10: Race (CWE) 
PID-20: Driver's License 

Number - Patient (DLN) 

PID-30: Patient Death 

Indicator (ID)  
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OBR 

OBR-1: Set ID - OBR (SI) 
OBR-14: Specimen Received 

Date/Time (DTM) 
OBR-27: Quantity/Timing (TQ) 

OBR-40: Transport Arrangement 

Responsibility (CWE) 

OBR-2: Placer Order 

Number (EI) 
OBR-15: Specimen Source (SPS) OBR-28: Result Copies To (XCN) OBR-41: Transport Arranged (ID) 

OBR-3: Filler Order Number 

(EI) 
OBR-16: Ordering Provider (XCN) OBR-29: Parent (EIP) OBR-42: Escort Required (ID) 

OBR-4: Universal Service 

Identifier (CWE) 

OBR-17: Order Callback Phone 

Number (XTN) 
OBR-30: Transportation Mode (ID) 

OBR-43: Planned Patient Transport 

Comment (CWE) 

OBR-5: Priority (ID) OBR-18: Placer Field 1 (ST) OBR-31: Reason for Study (CWE) OBR-44: Procedure Code (CNE) 

OBR-6: Requested 

Date/Time (DTM) 
OBR-19: Placer Field 2 (ST) 

OBR-32: Principal Result Interpreter + 

(NDL) 
OBR-45: Procedure Code Modifier (CNE) 

OBR-7: Observation 

Date/Time # (DTM) 
OBR-20: Filler Field 1 + (ST) 

OBR-33: Assistant Result Interpreter 

+ (NDL) 

OBR-46: Placer Supplemental Service 

Information (CWE) 

OBR-8: Observation End 

Date/Time # (DTM) 
OBR-21: Filler Field 2 + (ST) OBR-34: Technician + (NDL) 

OBR-47: Filler Supplemental Service 

Information (CWE) 

OBR-9: Collection Volume  

(CQ) 

OBR-22: Results Rpt/Status Chng - 

Date/Time + (DTM) 
OBR-35: Transcriptionist + (NDL) 

OBR-48: Medically Necessary Duplicate 

Procedure Reason (CWE) 

OBR-10: Collector Identifier  

(XCN) 

OBR-23: Charge to Practice + 

(MOC) 

OBR-36: Scheduled Date/Time + 

(DTM) 
OBR-49: Result Handling (IS) 

OBR-11: Specimen Action 

Code  (ID) 

OBR-24: Diagnostic Serv Sect ID 

(ID) 

OBR-37: Number of Sample 

Containers * (NM) 

OBR-50: Parent Universal Service Identifier 

(CWE) 

OBR-12: Danger Code 

(CWE) 
OBR-25: Result Status + (ID) 

OBR-38: Transport Logistics of 

Collected Sample * (CWE)  

OBR-13: Relevant Clinical 

Information (ST) 
OBR-26: Parent Result + (PRL) 

OBR-39: Collector's Comment * 

(CWE)  
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OBX 

OBX-1: Set ID - OBX (SI) OBX-8: Abnormal Flags (IS) OBX-15: Producer's ID (CWE) OBX-22: Mood Code (CNE) 

OBX-2: Value Type (ID) OBX-9: Probability (NM) 
OBX-16: Responsible Observer 

(XCN) 

OBX-23: Performing Organization 

Name (XON) 

OBX-3: Observation Identifier 

(CWE) 

OBX-10: Nature of Abnormal Test 

(ID) 
OBX-17: Observation Method (CWE) 

OBX-24: Performing Organization 

Address (XAD) 

OBX-4: Observation Sub-ID (ST) 
OBX-11: Observation Result Status 

(ID) 

OBX-18: Equipment Instance 

Identifier (EI) 

OBX-25: Performing Organization 

Medical Director (XCN) 

OBX-5: Observation Value (varies) 
OBX-12: Effective Date of Reference 

Range (DTM) 

OBX-19: Date/Time of the Analysis 

(DTM)  

OBX-6: Units (CWE) 
OBX-13: User Defined Access 

Checks (ST) 
OBX-20: Observation Site (CWE) 

 

OBX-7: References Range (ST) 
OBX-14: Date/Time of the 

Observation (DTM) 

OBX-21: Observation Instance 

Identifier (EI)  

 

EVN 

EVN-1: Event Type Code (ID) 

EVN-2: Recorded Date/Time (DTM) 

EVN-3: Date/Time Planned Event (DTM) 

EVN-4: Event Reason Code (IS) 

EVN-5: Operator ID (XCN) 

EVN-6: Event Occurred (DTM) 

EVN-7: Event Facility (HD) 

 

AL1 

AL1-1: Set ID - AL1 (SI) 

AL1-2: Allergen Type Code (CWE) 

AL1-3: Allergen Code/Mnemonic/Description 

(CWE) 

AL1-4: Allergy Severity Code (CWE) 

AL1-5: Allergy Reaction Code (ST) 

AL1-6: Identification Date (DT) 

 

NTE

NTE-1: Set ID - NTE (SI) 

NTE-2: Source of Comment (ID) 

NTE-3: Comment (FT) 

NTE-4: Comment Type (CWE) 

NTE-5: Entered By (XCN) 

NTE-6: Entered Date/Time (DTM) 

NTE-7: Effective Start Date (DTM) 

NTE-8: Expiration Date (DTM) 
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MSA 

MSA-1: Acknowledgment Code MSA-3: Text Message 
MSA-5: Delayed  Acknowledgment 

Type 
MSA-7: Message Waiting Number 

MSA-2: Message Control ID MSA-4: Expected Sequence Number MSA-6: Error Condition (CNE) MSA-8: Message Waiting Priority 

NK1 

NK1-1: Set ID - NK1 (SI) 
NK1-11: Next of Kin / Associated Parties Job 

code/Class (JCC) 

NK1-21: Living 

Arrangement (IS) 

NK1-31: Contact Person's Telephone 

Number (XTN) 

NK1-2: Name (XPN) 
NK1-12: Next of Kin / Associated Parties 

Employee Number (CX) 

NK1-22: Publicity Code 

(CWE) 

NK1-32: Contact Person's Address 

(XAD) 

NK1-3: Relationship (CWE) NK1-13: Organization Name - NK1 (XON) 
NK1-23: Protection 

Indicator (ID) 

NK1-33: Next of Kin/Associated 

Party's Identifiers (CX) 

NK1-4: Address (XAD) NK1-14: Marital Status (CWE) 
NK1-24: Student 

Indicator (IS) 
NK1-34: Job Status (IS) 

NK1-5: Phone Number (XTN) NK1-15: Administrative Sex (IS) NK1-25: Religion (CWE) NK1-35: Race (CWE) 

NK1-6: Business Phone Number 

(XTN) 
NK1-16: Date/Time of Birth (DTM) 

NK1-26: Mother's Maiden 

Name (XPN) 
NK1-36: Handicap (IS) 

NK1-7: Contact Role (CWE) NK1-17: Living Dependency (IS) 
NK1-27: Nationality 

(CWE) 

NK1-37: Contact Person Social 

Security Number (ST) 

NK1-8: Start Date (DT) NK1-18: Ambulatory Status (IS) 
NK1-28: Ethnic Group 

(CWE) 
NK1-38: Next of Kin Birth Place (ST) 

NK1-9: End Date (DT) NK1-19: Citizenship (CWE) 
NK1-29: Contact Reason 

(CWE) 
NK1-39: VIP Indicator (IS) 

NK1-10: Next of Kin / Associated 

Parties Job Title (ST) 
NK1-20: Primary Language (CWE) 

NK1-30: Contact 

Person's Name (XPN)  
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PV1 

PV1-1: Set ID - PV1 (SI) PV1-14: Admit Source (IS) PV1-27: Contract Period (NM) PV1-40: Bed Status (IS) 

PV1-2: Patient Class (IS) PV1-15: Ambulatory Status (IS) PV1-28: Interest Code (IS) PV1-41: Account Status (IS) 

PV1-3: Assigned Patient Location 

(PL) 
PV1-16: VIP Indicator (IS) 

PV1-29: Transfer to Bad Debt Code 

(IS) 
PV1-42: Pending Location (PL) 

PV1-4: Admission Type (IS) PV1-17: Admitting Doctor (XCN) 
PV1-30: Transfer to Bad Debt Date 

(DT) 

PV1-43: Prior Temporary Location 

(PL) 

PV1-5: Preadmit Number (CX) PV1-18: Patient Type (IS) PV1-31: Bad Debt Agency Code (IS) PV1-44: Admit Date/Time (DTM) 

PV1-6: Prior Patient Location (PL) PV1-19: Visit Number (CX) 
PV1-32: Bad Debt Transfer Amount 

(NM) 
PV1-45: Discharge Date/Time (DTM) 

PV1-7: Attending Doctor (XCN) PV1-20: Financial Class (FC) 
PV1-33: Bad Debt Recovery Amount 

(NM) 
PV1-46: Current Patient Balance (NM) 

PV1-8: Referring Doctor (XCN) 
PV1-21: Charge Price Indicator 

(IS) 
PV1-34: Delete Account Indicator (IS) PV1-47: Total Charges (NM) 

PV1-9: Consulting Doctor (XCN) PV1-22: Courtesy Code (IS) PV1-35: Delete Account Date (DT) PV1-48: Total Adjustments (NM) 

PV1-10: Hospital Service (IS) PV1-23: Credit Rating (IS) PV1-36: Discharge Disposition (IS) PV1-49: Total Payments (NM) 

PV1-11: Temporary Location (PL) PV1-24: Contract Code (IS) PV1-37: Discharged to Location (DLD) PV1-50: Alternate Visit ID (CX) 

PV1-12: Preadmit Test Indicator 

(IS) 

PV1-25: Contract Effective Date 

(DT) 
PV1-38: Diet Type (CWE) PV1-51: Visit Indicator (IS) 

PV1-13: Re-admission Indicator 

(IS) 
PV1-26: Contract Amount (NM) PV1-39: Servicing Facility (IS) 

PV1-52: Other Healthcare Provider 

(XCN) 



      

158 

DG1 

DG1-1: Set ID - DG1 (SI) 
DG1-8: Diagnostic Related Group 

(CNE) 
DG1-15: Diagnosis Priority (ID) DG1-22: Parent Diagnosis (EI) 

DG1-2: Diagnosis Coding Method 
DG1-9: DRG Approval Indicator 

(ID) 

DG1-16: Diagnosing Clinician 

(XCN) 
DG1-23: DRG CCL Value Code (CWE) 

DG1-3: Diagnosis Code - DG1 

(CWE) 

DG1-10: DRG Grouper Review 

Code (IS) 

DG1-17: Diagnosis 

Classification (IS) 
DG1-24: DRG Grouping Usage (ID) 

DG1-4: Diagnosis Description (-) DG1-11: Outlier Type (CWE) 
DG1-18: Confidential Indicator 

(ID) 

DG1-25: DRG Diagnosis Determination 

Status (IS) 

DG1-5: Diagnosis Date/Time 

(DTM) 
DG1-12: Outlier Days (NM) 

DG1-19: Attestation Date/Time 

(DTM) 

DG1-26: Present On Admission (POA) 

Indicator (IS) 

DG1-6: Diagnosis Type (IS) DG1-13: Outlier Cost (CP) 
DG1-20: Diagnosis Identifier 

(EI)  

DG1-7: Major Diagnostic Category 

(CNE) 

DG1-14: Grouper Version And 

Type 

DG1-21: Diagnosis Action 

Code (ID)  
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VIII. Service 
 

Most confusion about the Service [29] class actually revolves around what it is not: 

 

 A Service is not a separate process. The Service object itself does not imply it is 

running in its own process; unless otherwise specified, it runs in the same process 

as the application it is part of. 

 A Service is not a thread. It is not a means itself to do work off of the main thread 

(to avoid Application Not Responding errors). 

 

Thus a Service itself is actually very simple, providing two main features [29]: 

 

 A facility for the application to tell the system about something it wants to be doing 

in the background (even when the user is not directly interacting with the 

application). This corresponds to calls to Context.startService(), which ask the 

system to schedule work for the service, to be run until the service or someone else 

explicitly stop it. 

 A facility for an application to expose some of its functionality to other applications. 

This corresponds to calls to Context.bindService(), which allows a long-standing 

connection to be made to the service in order to interact with it. 

 

 

There are two reasons that a service can be run by the system. If someone calls 

Context.startService() then the system will retrieve the service (creating it and calling its 

onCreate() method if needed) and then call its onStartCommand(Intent, int, int) method 

with the arguments supplied by the client. The service will at this point continue running 

until Context.stopService() or stopSelf() is called.  

 

Clients can also use Context.bindService() to obtain a persistent connection to a service. 

This likewise creates the service if it is not already running (calling onCreate() while doing 

so), but does not call onStartCommand(). The client will receive the IBinder object that the 

service returns from its onBind(Intent) method, allowing the client to then make calls back 

to the service. The service will remain running as long as the connection is established 

(whether or not the client retains a reference on the service's IBinder. 

 

Global access to a service can be enforced when it is declared in its manifest's <service> 

tag. By doing so, other applications will need to declare a corresponding <uses-

permission> element in their own manifest to be able to start, stop or bind to the service. 
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IX. NFC 
 

Near Field Communication (NFC) [73] is a set of short-range wireless technologies, 

typically requiring a distance of 4cm or less. NFC operates at 13.56mhz, and at rates 

ranging from 106 kbit/s to 848 kbit/s. NFC communication always involves an initiator and 

a target. The initiator actively generates an RF field that can power a passive target. This 

enables NFC targets to take very simple form factors such as tags, stickers or cards that 

do not require power. NFC peer-to-peer communication is also possible, where both 

devices are powered. 

 

Compared to other wireless technologies such as Bluetooth or WiFi, NFC provides much 

lower bandwidth and range, but enables low-cost, un-powered targets and does not require 

discovery or pairing. 

 

 NFC Bluetooth 
Bluetooth Low 

Energy 

RFID compatible ISO 18000-3 active active 

Standardisation 

body 
ISO/IEC Bluetooth SIG Bluetooth SIG 

Network Standard ISO 13157 etc. IEEE 802.15.1 IEEE 802.15.1 

Network Type Point-to-point WPAN WPAN 

Cryptography not with RFID available available 

Range < 0.2 m ~10 m (class 2) ~1 m (class 3) 

Frequency 13.56 MHz 2.4-2.5 GHz 2.4-2.5 GHz 

Bit rate 424 kbit/s 2.1 Mbit/s ~1.0 Mbit/s 

Set-up time < 0.1 s < 6 s < 1 s 

Power 

consumption 
< 15mA (read) varies with class < 15 mA (xmit) 

 

NFC harmonizes today's diverse contactless technologies, enabling current and future 

solutions in areas such as: 

 Access control 

 Consumer electronics 

 Healthcare 

 Information collection and exchange 

 Loyalty and coupons 

 Payments 

 Transport 

 

NFC provides a range of benefits to consumers and businesses, such as: 

 Intuitive: NFC interactions require no more than a simple touch 

 Versatile: NFC is ideally suited to the broadest range of industries, environments, 

and uses 
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 Open and standards-based: The underlying layers of NFC technology follow 

universally implemented ISO, ECMA, and ETSI standards 

 Technology-enabling: NFC facilitates fast and simple setup of wireless 

technologies, such as Bluetooth, Wi-Fi, etc.) 

 Inherently secure: NFC transmissions are short range (from a touch to a few 

centimeters) 

 Interoperable: NFC works with existing contactless card technologies 

 Security-ready: NFC has built-in capabilities to support secure applications 
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XI. SVN 
 

This project was carried out on multiple computers therefore a versioning system was 

needed. Subversion is a content-versioning system, meaning that it records all important 

changes made in the files.  

 

Tortoise SVN [81] is an easy-to-use revision control / version control / source control 

software for Windows and possibly the best standalone Apache Subversion client there is. 

It is implemented as a Windows shell extension, which makes it integrate seamlessly into 

the Windows explorer. Since it's not integration for a specific IDE you can use it with 

whatever development tools you like. 

 

It is free software released under the GNU General Public License. In a few words, 

Tortoise SVN manages files and directories over time. Files are stored in a central 

repository. The repository is much like an ordinary file server, except that it remembers 

every change ever made to your files and directories. This allows to recover older versions 

of files and examine the history of how and when data has changed, and who changed it 

[81].  
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